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3 Top IT Tips for Home Working

It looks like we’re all facing an extended 
period of working from home. 

For some it’s pretty much “business as usual”. 
For others it’s a crash course in doing things 
differently, with pitfalls to avoid and significant 
opportunities to take advantage of.

Here are my 3 top tips to help ease the 
transition to working from home.
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Don’t spend too quickly 

Technology can offer an alternative to most real-world 
situations, but it’s very easy to spend way more than you 
need to and end up with lots of IT bits that don’t work very 
well together (and your business and customers’ data 
spread far and wide). 

Software and apps pitch themselves as the solution to all 
your problems but be wary as there are huge price 
variances between the different solutions available, and it’s 
all too easy to pay for way more than you need.

For many people, the free versions are certainly good 
enough to get you started, and they’ll give you the chance 
to see just how useful the app or software really is for you.
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Don’t forget Security & GDPR

The bad guys (cyber criminals) love to take advantage of 
people when emotions are high. Covid-19 is like all the bad 
guys’ Christmases have come at once, so be extra wary of 
phishing emails/calls/texts. If you weren’t expecting the 
message, treat it with caution.

If you’re a small business there’s around a 30% chance that 
you’ll experience a cyber security breach in the next 12 
months – and those figures were calculated before we all 
started working from home. Now more than ever, keep 
GDPR and cyber security at the forefront of your mind, and 
take some basic steps to protect your devices and apps.
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Security & GDPR basics

Password protect devices

You’re probably fairly comfortable with the people you’re 
spending time with at the moment, but it’s good practice 
and essential when we’re all allowed out again.

Use Hard Disk Encryption 

Malicious attacks are a bigger risk when using computers at 
home. If you have it, disk encryption should always be 
switched on.
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Security & GDPR basics

Keep Operating Systems and Software updated

We hear of many "home" devices running out of date 
operating systems and software. These days most updates 
are to patch security vulnerabilities, so switch on automatic 
updates for Operating Systems, Software and Apps.

Protect against Malware

Run reputable anti-virus software on all your computers -
even Macs. This is one of the UK Government’s 
recommended minimum steps to take to protect your 
business and your customers’ data. Free versions may be 
suitable if you hold minimal data but check whether the 
license covers you for business use.
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Security & GDPR basics

Use Multi-factor Authentication

Multi-factor authentication offers an extra layer of security if the 
bad guys get hold of your password and try to login to your 
accounts. Typically, it will be a text message to your mobile phone 
asking you to enter a code to proceed with your login. It’s widely 
available and should be used wherever possible.

Configuring Home Hardware

Home Broadband equipment comes with a standard Admin 
username and password to change key settings. Please change it, 
and while you’re doing so you should ideally configure a separate 
Wi-Fi network to use for work.

Use a VPN (encrypted network connection) if you need to connect 
to servers in your office while you’re working from home.

c



Security & GDPR basics

The family can help

Ask other users at home to be extra vigilant with their 
gaming, social media, streaming and downloads, as these 
are a major source of malware. Once one device on your 
home network is compromised, all the others are at risk.

Minimise the IT systems you use

When data is spread across multiple systems, protecting it 
can be challenging. Keep your IT solutions to a minimum, 
to make safeguarding and managing data as easy and 
auditable as possible.
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Plan Ahead

Use this time to think ahead and prepare your IT for when 
things kick back into life. 

You won’t want to be dealing with IT problems when 
business picks up, you’ll want to focus on rebuilding your 
sales and getting the bank account topped up.

To keep the number of different systems or tools you use to 
a minimum, it’s a good idea to focus first on the tools that 
support the most important parts of your business, and 
then look to fill the gaps if any are left.

A good starting point is usually to choose one tool to 
manage business admin (for most people that will be 
Microsoft Office 365 or Google G Suite), and a further one 
or two tools to manage your customer activity (e.g. CRM 
and email marketing).
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Most people see IT as a nuisance

Trying to get computers and other IT bits working 
properly is a huge frustration when you’re trying to run 
a business.

IT problems demand your time, steal your sanity and 
stop you doing things that are important to you. Let’s 
face it, no-one needs that kind of frustration, 
especially in these unchartered times.
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Now is the time to think differently

Businesses that embrace IT don’t see it as a nuisance. 

They see IT as valuable set of tools to help them run more 
efficiently and adapt more quickly as circumstances change.

They spend more time running their business, and less time 
trying to fix their IT.

They really do have more time to focus on the important things.

We are IT experts and we’re here to help. If you’d like a clear 
understanding of the options that might work best for you,

email andy@vividlysimple.com
call 0118 435 9991.

http://vividlysimple.com

